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Assume that you shop for books online on GreatBooks.com (site does not exist in as of Feb 2015) and 

use your credit card to pay for the books you want to buy. In this transaction, you wish to use your visa 

card issued by MyCityBank (bank does not exist in as of Feb 2015). When you checkout your shopping 

cart, the merchant software system starts an authorization request which is sent to the payment gateway 

for credit card processing. The authorization request includes the issuer bank ID, the credit card number, 

and the total transaction amount (say $64). The payment gateway contacts MyCityBank though the Bank 

Interchange Network and sends the authorization request. MyCityBank checks the open-to-buy availability 

(i.e. the amount of remaining credit on your credit card). If this amount is greater or equal to the $64.00, the 

open-to-buy amount is reduced by $64.00 and an authorization code is sent back to the payment gateway, 

which forwards it to GreatBooks.com. This debit from your account is temporary and becomes permanent 

when settlement takes place. 

 
 

Figure 1: Authorization Process of On-Line Payment with E-Wallet 
 

SET  (Secure  Electronic  Transaction)  was  developed  by  the  SET  Consortium,  which  includes 

organizations such as Visa, MasterCard, GTE, IBM, Microsoft, VeriSign, SAIC, RSA Data Security, and 

others. SET provides confidentiality of payment and order information. Payment information cannot be 

viewed by the merchant; only by the payment authorization and processing entities. Order information 

can only be seen by the merchant and not by the payment processing entities. Through SET, merchants 

are  authenticated  to  guarantee  they  can  accept  payment  card  transactions  and  cardholders  are 

authenticated as legitimate users of a credit card. 



Instead of using a plastic credit card, customers use an electronic wallet (e-wallet). This is a helper 

application or a plug-in to the browser and is used to store all the information about the credit cards the 

customer processes as well as SET digital certificates for each of these cards. A digital certificate serves 

the purpose of the signature and a picture ID on credit card transactions carried out in the physical world. 

Cardholders, merchants, and payment gateways have SET digital certificates used for mutual authentication 

during a SET transaction. The main entities involved in a SET purchase transaction are the customer’s e-

wallet, the merchant’s software running on the merchant’s server, the payment gateway and bank interchange 

network.  Table 1 lists the service demand of each entity in the current year when SET is used for 

authorization. 

 
Table 1. Service Demands (in msec) 

 
Resource Service  Demands 

(ms) 

E-Wallet 190.0 

Bank Interchange Network 1.6 

Merchant’s Server CPU 245.9 

Merchant’s Server Disk 8.000 

Payment Gateway’s CPU 102.5 
 
 

1)   Identify the bottleneck of the on-line book store. What is the maximum throughput of the 

GreatBooks on-line store? 
 

Consider that the SET service demands shown in Table 1 are for the current year for a specific hardware 

used by the merchant server and the payment gateway. Assume that processing speedups of Table 2 for 

the next 5 years. 

 
2)   How will the CPU demands for the merchant server and the payment gateway vary over the 

next five years? 
 

Table 2: Processing Speedup and Transaction Growth Assumptions 
 

Year Processing Speedup Volume of Secure Transactions 
(tps) 

1 1.00 14 

2 1.60 19 

3 2.56 23 

4 4.01 26 

5 6.41 29 
 
 

At the beginning of year 3, a new algorithm is used to improve the cryptographic performance used in 

SET. The service demands of the new algorithm 37% of the service demands in year 1. 
 

3)   How will the CPU demands for the merchant server and the payment gateway vary from 

year 3 to year 5? 



The forecast number of SET transactions per year is shown in Table 2. We want to compute the CPU 

utilization in each year at the merchant server and the payment gateway with and without the new algorithm. 

Assume that the CPU utilization at the merchant’s server for non-SET transactions is 60%. 

 
4)   What is the required number of CPUs to reduce the CPU utilization to an average of 60% 

over all CPUs in the merchant’s server and payment gateway? List the number of CPUs over 

a five year period in a table. 
 

DELIVERABLES: 
 

  The project can be done individually or in a group (you need to change your partner in project #1). 

  Submit your report to moodle and hand in a hard copy of your solution in class (Monday Feb 23). 


